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Objectives for the Session

• Understand Important Vulnerabilities in Medication Safety

• How to mitigate Human Errors in Medication Safety

• What can each of us do to improve medication safety?
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Some Data for Context

• Across PHC , about 700K medications are processed 

each MONTH

• We have an average of 5743 medication “variances” 

per YEAR (.068%) 

• The number of serious safety events (SSE) was 6 over 

6 months (<1 per 1,000,000)- so called “6 Sigma” 

performance

• The only other process in healthcare that SAFE is 

general anesthesia 
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The Five Stages of the Medication Process

Ordering / Rx
Transcribe / 

Verify

Dispensing 
and 

Delivering
Administering

Monitoring / 
Reporting



Human Error can occur at ANY step…

Ordering / Rx
Transcribe / 

Verify

Dispensing 
and Delivering 

(10%)
Administering 

Monitoring / 
Reporting

~40% ~ 50%

*Data from analysis of PHC variances related to medications / fluids



Human Error can occur at ANY step…

Ordering / Rx
Transcribe / 

Verify

Dispensing 
and Delivering 

(10%)
Administering 

Monitoring / 
Reporting

~40% ~ 50%

The “Promise of CPOE” 

*39% of EHRs testing failed to detect harmful drug orders, 13% could be fatal



To Understand SAFETY, We Must Talk about Errors



Weak Actions

Double-checks

Warnings

New Policy

Training

Intermediate

Redundancy

Decrease workload

Eliminate distraction

Educate using 
simulation

Cognitive Aids

Eliminate look alike

Standardize 
communication tools

Stronger

Physical Plant 
changes

New devices with 
usability testing

Simplify process

Standardize 
equipment or 
process

Tangible involvement 
by leadership

Lets Start with the END in Mind 
Action Hierarchy
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Skill Based Human Failures
(Slip & Lapse)

Characteristics Error Prevention Interventions

Slip - A frequently performed physical action 
goes wrong
• Familiar tasks that require little conscious 

attention
• Error could happen when attention is 

momentarily diverted
• Repetition

• Automation
• Checklists and reminders
• Verification check points
• Visual cues and reminders

Lapse – Short-term memory lapse
• Not doing what you meant to do
• Omissions following interruptions
• Perceptual Confusion

• Self checks and 2nd person checks
• Removal of distractions and 

interruptions
• Sufficient time available to complete task
• Warnings and alarms to help detect 

errors

Errors Rare  (3/1000) Made by experienced and highly trained, 
well motivated staff:  Additional training NOT valid
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Skill Based Activity
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Example of Skill Based Slip

• Omission associated with interruption

– “I picked up my coat to go out when the phone 

rang. I answered it and then went out the door 

without my coat.”

• Reduced Intentionality

– “I went into the bedroom to fetch a book. Took off 

my rings, looked into the mirror and came out 

again--without book.” 



-14-



-15-



Did I Order Antibiotics?
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Can You Imagine That Happening Anywhere?

Ordering / Rx
Transcribe / 

Verify

Dispensing 
and 

Delivering
Administering

Monitoring / 
Reporting



Mitigation Strategies for Skill-based errors

• Other workplace design

• Fatigue management

• Checklists

• Independent double checks

• Active supervision 
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Minimize Distractions
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Example of Rule-Based 

• Misapplication of “Good Rule”

– “Good Rule” is one that has worked in past

– The more it has worked, the “stronger” it is

– First exception

• All patients sleeping throughout night are having a “good” night
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Patient with gout no 
other hx
• Order for pegloticase (Krystexxa)
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The importance of similarity and 

frequency

• When cognitive operations are under-specified, 

they tend to default to contextually appropriate, 

high frequency responses..

• True both for physical context and semantic
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• What to you call the tree that grows from 

acorns?

– OAK

• What do we call a funny story?

– JOKE

• What sound does a frog make?

– CROAK

• What is another word for cape?

– CLOAK

• What do you call the white of an egg?
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What did you see? 
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Encoding Deficient Rule 

• Red top means lidocaine with 
Epinephrine

-32-



Encoding Deficient Rule 

• Red top means lidocaine with 
Epinephrine

• AND red letters on white 
background means CONTAINS 
preservative and White letters 
on RED background NO 
preservative 
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Weak Actions

Double-checks

Warnings

New Policy

Training

Intermediate

Redundancy

Decrease workload

Eliminate distraction

Educate using 
simulation

Cognitive Aids

Eliminate look alike

Standardize 
communication tools

Stronger

Physical Plant 
changes

New devices with 
usability testing

Simplify process

Standardize 
equipment or 
process

Tangible involvement 
by leadership

Lets Start with the END in Mind 
Action Hierarchy
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Physical Plant Changes



• One tubing ONLY fits Epidural 
Pump and One ONLY fits IV pump
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Action-deficient rule

• Rules in which the consequence 
is inappropriate, inefficient or 
otherwise maladaptive 
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Mitigation Strategies for Rule Based errors

•Train for exceptions
•What if patient is 
PCN allergic?

•Good team climate
•Peer Checking / 
Coaching

•Ask a Question / 
Request a change



Where could we USE th 11 Error Prevention Tools ?

Ordering / Rx
Transcribe / 

Verify

Dispensing 
and 

Delivering
Administering

Monitoring / 
Reporting
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Using What We Know to 
Solve New Problem
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Knowledge Based Human Failures
Characteristics Typical Control Measures

• No rules or routines available to 
handle an unusual situation

• Confirmation bias
 Tendency for people to 

favor information that 
conforms to their beliefs or 
hypothesis

• Overconfidence effect
 Bias in one’s own 

confidence in judgment
 Unconsciously incompetent

• Stop and find an expert
• Establish rules
• Use evidence based best 

practice
• Work specialization
• Diagnostic tools and decision 

making aids
• Competency checks
• Share experiences of unusual 

events
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Blunt abdominal trauma ED management



Additional  Strategies for Knowledge-Based errors

•Solving unique / 
complex problems

•Do not proceed in 
face of uncertainty



Summary

• Hospital Medication is one of the safest hospital processes 
• (in terms of incident rate)
• Opportunities remain in each of the 5 stages of Medication Process

• Understanding HOW we fail as Humans helps develop strategies to 
ANTICPATE and MITIGATE our errors

• Understand the modality in which the brain is working (Skill-based, Rules-
based or Knowledge based)

• Fit the strategy to the failure modality (recognize that not all strategies are 
equal; some stronger than others)

• Broad use of the 11 Error Prevention tools is a good “safe bet, no 
regrets” to mitigate ALL forms of error  



I am 
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